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From: Payment notification system <pallbearersqhi6@gmail.com>

Sent: Thursday, February 21, 2013 11:44 AM

To:

Cc:

Subject: Automatic transfer notification

Importance: High

WIRE transaction is completed. $962 has been successfully transferred.  
If the transaction was made by mistake please contact our customer service.  
Payment receipt is attached.  
 
*** This is an automatically generated email, please do not reply ***  

Whole bunch of email addresses in the clearWhole bunch of email addresses in the clear

Attachment: "payment reciept.zip"Attachment: payment reciept.zip
Contains: payment reciept.exe

Contains: Backdoor.Agent.RS malware

Attachment: payment receipt - 884993762994
Contains: paym.exeent receipt - 884993762994

Contains: Backdoor.Androm malware

jwebster
Note
Attachment: "payment receipt - 884993762994" contained Windows executable "payment receipt - 884993762994" which contained "Backdoor.Androm" malware




